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This project focuses on implementing the ChaCha20-Poly1305 Authenticated Encryption with
Associated Data (AEAD) scheme, a modern cryptographic algorithm widely used for secure
network protocols such as TLS or QUIC.

Algorithm description
ChaCha20-Poly1305 combines the ChaCha20 stream cipher for encryption and the Poly1305
authenticator for integrity, providing both confidentiality and authenticity.

The encryption/decryption passages are defined in detail in RFC 8439 [1], section 2. Read the RFC
specifications carefully as they contain essential details about the Encryption and Decryption
processes, as well as useful test vector to verify your implementation. You may also read the
original ChaCha20 and Poly1305 papers [2][3].

Extending to Generic Prime Field

Once you have completed the baseline implementation, modify Poly1305 to support an
additional prime field, using the ideas from [5]. In particular, equations (5) and (6) from the
paper.

We will assign a prime field to each group.

e Adaptation: Modify your Poly1305 implementation to work with the new prime,
including:
o Updating the modular arithmetic (addition, multiplication, reduction).
o Adjusting key and message encoding to match the new field size.
o Ensuring the implementation remains correct.
e Integration: Replace the original Poly1305 in your ChaCha20-Poly1305 implementation
with the new variant.
e Benchmarking: Compare the performance and security of the original and extended
implementations.

Project Objective
The goal of the project is to design, implement and optimize the ChaCha20-Poly1305
Authenticated Encryption with Associated Data (AEAD) scheme.

You will be required to:

e Provide a baseline of the code which is compliant with the RFC 8439 specifications [1]. To
help you in this we provide a reference base implementation in python [4]. Use the RFC
examples input/output vector to verify your implementation is sound. (You can use the
same test vectors to check correctness of all your implementations)

e Create a first optimized version of the implementation using the techniques learned
during the course, such as ILP, inlining, precomputation, memory optimizations.



e Create a fully optimized vectorized code, using the best SIMD/AVX combination possible.
e Extend the Poly1305 code to support an additional prime field.
e Compare with existing state-of-art implementations such as OpenSSL.
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